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DATA CENTRE STRATEGY GUIDE

Prepared by Bushey — Data Centre Practice | Australian Edition | 2026

This guide is designed to help IT leaders, Finance Directors, and Operations
Managers across Australia make confident, well-informed decisions about their Data
Centre strategy. Whether you are planning a first colocation move, evaluating a
hybrid cloud model, or navigating Australia's evolving data sovereignty requirements,
this guide provides the frameworks and insight you need.

68% 40% AU$3.2M

of Australian organisations plan a average cost saving from strategic | average cost of an unplanned

Data Centre change in the next 24 colocation vs. on-premise outage to a mid-size Australian
months business
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1. The Australian Data Centre Landscape in 2026

Australia is one of the Asia-Pacific region's fastest-growing Data Centre markets,
driven by hyperscaler investment, sovereign cloud mandates, and the rapid adoption
of Al workloads. Sydney and Melbourne remain the dominant hubs, while Brisbane,
Perth, and Canberra are emerging as important secondary markets for government

and resource-sector demand.

Energy costs, the 2022 Security of Critical Infrastructure (SOCI) Act obligations,
rising cyber threats, and evolving data localisation requirements are reshaping how
Australian organisations design and operate their infrastructure. At the same time,
AI-driven workloads, edge deployments, and Federal Government cloud-first policies

are creating entirely new requirements.

Force

Rising energy costs

Impact on your infrastructure
decisions

Electricity price volatility across NEM
states makes on-premise data centres
increasingly expensive vs. large-scale
colocation facilities with hedged contracts.

Al & GPU workloads

High-density compute demands dedicated
power and cooling that most legacy server
rooms cannot support.

Data sovereignty & localisation

Privacy Act 1988 APPs, SOCI Act, and
sector-specific rules require clarity on
where data physically resides and who
has access. Federal Government
mandates Australian data must stay
onshore.

Cyber threats

Australia remains among the top targets
globally for state-sponsored and
ransomware attacks; the ACSC Essential
Eight is now baseline for most regulated
sectors.

Net Zero commitments

Australia's 2030 Safeguard Mechanism
targets and growing ESG reporting
requirements (ASRS/AASB standards)
demand measurable Scope 1 & 2
emissions data.

SOCI Act obligations

Critical infrastructure asset owners face
mandatory risk management programme
requirements and ASD reporting
obligations.
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2. Defining Your Data Centre Strategy

Before evaluating technology options or vendor proposals, a sound Data Centre
strategy must be grounded in your business requirements. This section provides a
structured framework for capturing those requirements.

Question 1 - What workloads do you need to support?

Map every workload across three dimensions: criticality (what happens if it goes
down?), latency sensitivity (does it need sub-10ms response times?), and data
classification (is this regulated, protected, or public?). This drives decisions about
where workloads can and cannot live, particularly important under Australian data
localisation obligations.

Question 2 - What is your true cost of ownership today?

Most organisations significantly underestimate on-premise costs. True TCO includes:
power and cooling, physical space and rates, hardware refresh cycles (typically 3-5
years), staff time for maintenance, security, compliance overhead, and the cost of
unplanned downtime. Australian commercial electricity tariffs regularly exceed
AU$0.25/kWh for business customers.

Question 3 - What are your resilience and uptime requirements?

Not all systems require the same level of availability. A tiered approach, where
mission-critical systems receive Tier 3 or Tier 4 protection and development
environments are treated differently, is more cost-effective than applying uniform
high availability across everything.

Question 4 - What are your compliance and data residency obligations?
The Privacy Act 1988, APRA CPS 234, the SOCI Act 2022, ASD Essential Eight, and
sector-specific standards each carry specific infrastructure implications. Australian
Government agencies must also comply with the Protective Security Policy
Framework (PSPF) and use IRAP-assessed facilities for PROTECTED-classified data.

Question 5 - What does your 3-5 year growth trajectory look like?
Infrastructure decisions have long lead times and significant switching costs. A
strategy built only for current workloads will require expensive rework within 18-24
months if growth is not factored in. Australian hyperscaler capacity (AWS, Azure,
Google Cloud, Oracle) continues to expand, changing the economics of hybrid
models rapidly.
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3. Infrastructure Models - Comparing Your Options

There is no universally correct answer to where infrastructure should live. The right
model depends on your workloads, risk appetite, budget, and internal capability. The
following comparison provides an objective overview in the Australian context.

Organisations retain full physical control of hardware and infrastructure. Best suited
to organisations with very specific security requirements, existing significant capital
investment, or highly specialised latency needs.

Advantages Disadvantages

Full physical control of hardware High capital expenditure and ongoing
OpEx

No third-party dependency for Energy costs at commercial Australian

physical access tariffs

Can meet very specific custom Hardware refresh every 3-5 years

requirements

Data never leaves your premises Business continuity risk if single site

Your hardware is housed in a third-party Data Centre facility that provides the
physical infrastructure, power, cooling, connectivity, and physical security, while you
retain ownership and management of your servers and storage. Australia has a
mature colocation market with Tier 3 and Tier 4 facilities from providers including
NextDC, Equinix, AirTrunk, NEXTDC, and CDC Data Centres.

Advantages Disadvantages

Tier 3/4 resilience without the capital cost | You still own and manage hardware

Better energy pricing and PUE Travel time to site for hands-on

efficiency management

Carrier-neutral connectivity options Contract lock-in periods (typically 1-5
years)

Physical security, CCTV, biometrics Less flexibility than cloud for burst

included workloads
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A combination of on-premise or colocation infrastructure with one or more public
cloud providers (AWS Sydney, Azure Australia East/Southeast, Google Cloud Sydney,
Oracle Melbourne). This model has become the dominant architecture for mid-to-
large Australian organisations, enabling workload optimisation while maintaining
data sovereignty for sensitive or regulated data.

KEY Gartner research indicates that 87% of enterprises will adopt a hybrid or
I (el 0l multi-cloud approach by 2026. For Australian organisations with sovereignty
obligations, hybrid is not just a technology preference, it is increasingly a
compliance requirement.
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4. Security and Compliance Considerations

Data Centre security in Australia must address physical, network, and logical security
as a unified framework. The regulatory landscape is among the most active in the
Asia-Pacific region, with several major frameworks updated or introduced since

2022,

When evaluating any Data Centre facility, whether your own or a colocation
provider, the following physical security measures should be considered non-

negotiable:

o 24/7 on-site security personnel and CCTV with minimum 90-day retention

« Multi-factor biometric access controls with full audit logging

« Man-trap / airlock entry systems for server hall access

« Visitor management and escorted access policies

« Regular penetration testing of physical security controls

« For government data: IRAP assessment of facility to appropriate classification

level

Framework

Privacy Act 1988 / Australian Privacy
Principles (APPs)

Primary Infrastructure Implication

Data localisation, access controls, cross-
border transfer restrictions, and notifiable
data breach obligations (NDB scheme,
notify OAIC within 30 days)

APRA CPS 234

Information security requirements for
banks, insurers, and superannuation
funds; third-party (including colo) risk
management obligations

ASD Essential Eight

Baseline cyber controls (patching, MFA,
app control, backups). Now expected
practice for most regulated Australian
entities, mandatory for government

SOCI Act 2022

Critical infrastructure asset owners must
implement a Risk Management
Programme and report serious cyber
incidents to ASD within 12 hours

PSPF / IRAP

Australian Government agencies handling
PROTECTED data must use IRAP-assessed
cloud and colocation facilities
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PCI DSS v4.0

Network segmentation, encryption at rest
and in transit, access logging for
organisations handling card data

ISO 27001:2022

Risk-based information security
management covering physical and logical
controls, widely recognised by enterprise
customers

Your Data Centre strategy is inseparable from your Business Continuity Plan (BCP)
and Disaster Recovery (DR) posture. Key metrics to define:

RTO (Recovery Time Objective)

Definition & Typical Targets

Maximum acceptable downtime. Tier 1
systems: <1 hour. Tier 2: <4 hours. Tier
3: <24 hours.

RPO (Recovery Point Objective)

Maximum acceptable data loss. Critical
systems: near-zero. Others: 1-4 hours.

MTD (Maximum Tolerable Downtime)

The point beyond which the business
faces existential risk. Drives Tier 1
classification.
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5. Cost Optimisation Framework

Infrastructure cost optimisation is not simply about finding the cheapest option, it is
about achieving the best value for the right level of service. The following framework
provides a structured approach calibrated to Australian market conditions.

Cost Category What to include in your calculation

Capital expenditure Servers, storage, networking hardware,
UPS, cooling, physical security systems

Power & cooling Annual electricity cost at your tariff
(AU$/kWh) x PUE of your facility

Space Physical floor space, council rates,
building maintenance allocation

Connectivity Internet circuits, MPLS, SD-WAN, cross-
connects, NBN/fibre transit costs

Staff Data Centre management time, out-of-

hours callouts, specialist skills (scarce in
Australian market)

Security & compliance Audits, IRAP assessments, ISO 27001
certification, APRA CPS 234 reviews,
insurance

Hardware refresh Amortised cost of 3-5 year replacement
cycles; factor in import costs and lead
times

Downtime risk Annual probability x average cost per hour
of downtime (AU$3,200+ per hour for
mid-market)

)0V Bushey analysis of Australian mid-market organisations shows that true
on-premise TCO is typically 35-55% higher than initially estimated
when all categories above are included.

« Right-size before you migrate, eliminate zombie VMs and overprovisioned
resources first

« Negotiate power contracts, colocation providers access wholesale energy
pricing unavailable to most businesses

« Consolidate connectivity, carrier-neutral colo facilities in Sydney/Melbourne
reduce WAN costs significantly
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« Leverage reserved capacity, AWS/Azure/GCP Australian region reserved
instances can save 30-60% vs. on-demand

« Automate shutdown schedules for non-production environments
« Implement FinOps practices for continuous cloud spend governance
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6. Migration and Transition Planning

Moving Data Centre infrastructure carries significant risk if not managed through a
structured methodology. Bushey uses a proven four-phase approach refined across
Australian enterprise and government engagements.

Complete inventory of all physical and virtual assets. Application dependency
mapping to identify hidden interdependencies. Network traffic analysis to understand
communication patterns. Data classification audit to identify sovereignty-sensitive
workloads. Risk assessment and compliance gap analysis against Privacy Act, APRA
CPS 234, or SOCI Act obligations as applicable.

Target architecture design. Data sovereignty and localisation requirements resolved
before target selection. Migration wave planning based on application criticality and
dependencies. Rollback planning for each migration wave. Stakeholder
communications plan including Board-level risk reporting.

Staged migration by wave, starting with lowest-risk workloads. Parallel-run periods
for critical systems. Comprehensive testing at each stage including performance and
latency validation. User acceptance testing before decommission of legacy
environment.

Post-migration performance baselining. Cost optimisation review at 30, 60, and 90
days. Security and compliance validation including ASD Essential Eight maturity
assessment. Ongoing managed service or support arrangement with Australian-
based NOC.

The most common cause of Data Centre migration failure is inadequate
dependency mapping before migration, compounded in Australia by data
sovereignty requirements that constrain destination choices.
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7. Sustainability and Net Zero

Australian data centres are under increasing scrutiny from regulators, investors, and
enterprise customers. The Federal Government's Safeguard Mechanism, ASRS
mandatory climate reporting (from FY2025 for large entities), and growing supply-
chain ESG requirements mean that infrastructure sustainability is no longer a

marketing footnote.

What it means for your Australian

organisation

PUE (Power Usage Effectiveness)

Ratio of total facility power to IT load.
Best-in-class Australian colo: <1.3. Legacy
on-premise server rooms: often 2.0+.

Renewable energy sourcing

Percentage of power from certified
renewable sources (GreenPower or LGC-
backed PPAs). Several major Australian
colo providers have committed to 100%
renewable by 2025-2030.

Scope 2 carbon reporting

Mandatory under ASRS/AASB for large
entities from FY2025. Colo providers
increasingly offer certified location-based
and market-based emissions reporting.

Safeguard Mechanism alignment

Covered facilities (>100,000 tCO2-e) must
reduce emissions. Understanding your
provider's obligations matters for supply
chain risk.

Hardware lifecycle

Circular economy practices for
decommissioned hardware — secure data
destruction (ASD-compliant) plus
responsible recycling meeting Australian
e-waste regulations.

Bushey works with colocation partners holding ISO 14001 environmental certification
and operating on renewable energy power purchase agreements, enabling our
clients to demonstrate measurable Scope 2 emissions reductions and support their

ASRS/AASB climate disclosures.
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8. How Bushey Supports Your Data Centre Strategy

Bushey is a specialist technology partner with deep expertise across Data Centre
design, colocation, hybrid cloud, managed services, and cybersecurity. In Australia,
we work with organisations across the Federal and State Government sectors,
financial services, healthcare, resources, retail, and professional services.

Service Description

Data Centre TCO Assessment Free, vendor-neutral analysis of your
current infrastructure costs vs. Australian
market alternatives.

Data Centre Strategy Consulting Structured engagement to define your 3-5
year infrastructure strategy, including
sovereignty and compliance mapping.

Colocation Brokerage Independent selection and negotiation of
colocation across our carrier-neutral
Australian partner facilities (Sydney,
Melbourne, Brisbane, Perth, Canberra).

Hybrid Cloud Architecture Design and implementation of optimal
workload placement across on-premise,
colo, and Australian cloud regions.

Migration Services End-to-end project management and
technical delivery of Data Centre
migrations, including sovereignty-sensitive
workloads.

Managed Infrastructure Ongoing management of colocation and
hybrid environments with Australian-
based 24/7 NOC support.

Cyber & Compliance ASD Essential Eight uplift, IRAP advisory,
APRA CPS 234 gap analysis, ISO 27001,
and Privacy Act compliance support.

Disaster Recovery as a Service Managed DR with defined RTOs and RPOs
across geographically separated Australian
availability zones, tested quarterly.
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9. Your Data Centre Strategy Checklist

Use this checklist to assess the maturity of your current Australian Data Centre
strategy.

DISCOVERY & ASSESSMENT

Complete asset inventory completed and up to date
Application dependency map documented

Data classification audit completed (including sovereign and Privacy Act-
regulated data)

True TCO calculated (all cost categories included, AU$ basis)

Workload classification completed (criticality, latency, data sovereignty
classification)

STRATEGY & DESIGN

Target infrastructure model defined (on-premise / colo / hybrid / sovereign
cloud)

RTO and RPO defined for all Tier 1 and Tier 2 systems
Data localisation and sovereignty obligations mapped to infrastructure design
3-5 year growth and capacity plan in place

SECURITY & COMPLIANCE

ASD Essential Eight maturity level assessed and uplift plan in place
Privacy Act / NDB obligations documented and incident response plan tested
APRA CPS 234 gap assessment completed (if applicable)

IRAP assessment in scope for any government or PROTECTED-class data (if
applicable)

Penetration testing completed in last 12 months
Business Continuity Plan tested in last 12 months

SUSTAINABILITY

PUE of current/target facility measured

Renewable energy sourcing evaluated (GreenPower / LGC-backed PPA)
Scope 2 emissions baseline established for ASRS/AASB reporting

Hardware end-of-life process defined (ASD-compliant destruction + e-waste)
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READY TO BUILD YOUR AUSTRALIAN DATA CENTRE STRATEGY?

Bushey offers a complimentary 60-minute Data Centre Strategy Review for qualifying
Australian organisations. In this session, our specialist consultants will:

« Review your current infrastructure and identify immediate cost and risk
reduction opportunities
« Provide an independent benchmark against Australian market best practice

« Map your compliance obligations (Privacy Act, APRA CPS 234, ASD Essential
Eight, SOCI Act) to infrastructure requirements

« Outline a roadmap for achieving your target architecture
« Deliver a written summary of findings at no cost or obligation

Contact Us Our Australian Data Centre Team

Website www.bushey.com.au/data-centre-practice/
Email datacentre@bushey.com.au

Telephone 1800 959 925 / 0291 881 681

LinkedIn linkedin.com/company/bushey

Disclaimer: The statistics cited in this guide are sourced from industry research and analyst reports.
Bushey makes no warranty as to their ongoing accuracy. Compliance information is provided for
general guidance only and does not constitute legal or regulatory advice. Organisations should seek
independent advice on their specific obligations under Australian law.

Bushey Pty Ltd. ABN: 19 682 570 252
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